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Exhange info standards




Safeguard the Rights of B
People in Cyberspace

Cybercrime Law

Personal Data Law (+ A)

Join the Europe Cybercrime
Convention (+ D)




C Awareness: education, good

practices and responsibility

Multisectoral Collaboration
(NGO, Emp., Uni.) (+ Aand B)

Cybersecurity Drills (+ A)

National Surveys (+ B)




Support multilateral and
regional consultations

Bilateral mechanisms,
agendas and consultations

Interagency Working Group
cyberspace issues




Analyze public sector
procurement regime

Cybersecurity Industry

— Characterization Study

Study Tax Incentives




2018 Lazarus Group, sponsored by North Korea, attacks the
chilean bank system. That encourages the creation of the
CSIRT.

2019 (March) A major Emotet attack was
the first threat successfully coordinated by
CSIRT together with the economic sector




Threats and Risks

StateGroups Cybercriminals ulnerabllities
Malware Phishing DDoS :
e I A nm—— Homenetwork Security
Ransomware Dataleak Use of personal
computers

Connectiorhikes






Strategy

Monitoring 24x7

Educateandraiseawareness

Supporttools and
strategies

Apply standards
Implement plans




Objectives of the
"CSIRT of Chile

Prevent, manage and
respond to information
security incidents

Provide information and
assistance to State
Institutions

Advice on risk analysis

Vulnerability
Management

Coordinate and support
responses to events or
incidents.

Provide information and
assistance to the RCE
and government
cyberspace.

Promote good practices
within the State
administration

Execute Presidential
Instruction No. 8 to
improve internal
standards.
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